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Mapping Authenticators to Centrify Authentication Mechanisms

• Memorized Secret

• Out of Band

• Single-factor OTP Device

• Single-factor Cryptographic Software

• Single-factor Cryptographic Device

• Multi-factor OTP Device

• Multi-factor Cryptographic Device

• Password or Security Questions

• Mobile Authenticator (w/ push notification)

• OATH, 3rd party OTP Device or OTP to SMS

• ZSO Certificate

• FIDO Key

• OATH or 3rd party OTP Device via RADIUS

• Smart Cards and Derived Credentials

NIST Defined Authenticator Centrify Authentication Mechanism


