Fortinet and Centrify Integrated Security Solution
Security Without Compromise with Zero Trust Privilege Services

The rapid adoption and proliferation of mobile devices, apps, and services in enterprises today have many business and
productivity benefits. However, the mobility revolution brings new challenges to IT organizations, especially in the security
area. There is great diversity of endpoints, applications, and services, and employees typically need to authenticate with a
wide variety of systems or services representing another silo of identity for IT to manage.

Security considerations are paramount, given the loss of valuable
data and intellectual property resulting from unauthorized network
access and the presence of new, evolving and increasingly
sophisticated threats in today’s globally connected networks.The
evolving regulatory climate and growing number of stakeholders
that require access to enterprise resources drive the demand for
centralized, automated identity management and access control.
In today’s brave new world of SaaS (Software-as-a-Service) and
mobility, an enterprise’s users, apps, content, and systems are no
longer “behind the firewall.” IT organizations have to address these
challenges:
∙∙ Effectively manage and secure content in the cloud.
∙∙ Secure remote access for outsourced IT and administrative staff.

KEY BENEFITS
∙∙ Improve security by eliminating easily cracked, recycled,
or improperly stored passwords.
∙∙ Keep sensitive directory info where you want it:
on-site in LDAP or Active Directory, in cloud, or any
combination.
∙∙ Get unparalleled security protection with the industry’s
best validated security protection.
∙∙ Leverage Global Threat Intelligence to protect
individual customers, using Fortinet’s FortiGuard
Security Subscription Services.

∙∙ Manage identity and control access across platforms.
Fortinet and Centrify have partnered to deliver an industry-leading
security solution to address these challenges. Centrify Zero Trust
Privilege Services help organizations grant least privilege access
based on verifying who is requesting access, the context of the
request, and the risk of the access environment.

Fortinet’s award-winning FortiGate Enterprise Firewall Platform
provides the industry’s highestperforming firewall capabilities, and
Fortinet’s FortiGuard Security Subscription Services provide the
industry’s highest level of threat research, intelligence, and analytics.
Bringing the Fortinet and Centrify products together into one
integrated solution delivers an identity management solution to
enterprise customers with unparalleled security protection.

The Solution

Centrify is redefining the legacy approach to Privileged Access
Management by delivering cloud-ready Zero Trust Privilege to
secure access to infrastructure, DevOps, cloud, containers, Big Data
and other modern enterprise use cases.
As traditional network perimeters dissolve, organizations must
discard the old model of “trust but verify” which relied on welldefined boundaries. Zero Trust mandates a “never trust, always
verify, enforce least privilege” approach to privileged access, from
inside or outside the network.
Centrify Zero Trust Privilege helps customers grant least privilege
access based on verifying who is requesting access, the context
of the request, and the risk of the access environment. By
implementing least privilege access, Centrify minimizes the attack
surface, improves audit and compliance visibility, and reduces risk,
complexity and costs for the modern, hybrid enterprise.
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P R O F E SSI ONA L SERVI CES

Complementing Centrify Zero Trust Privilege Services in the
integrated solution is Fortinet’s award-winning FortiGate Enterprise
Firewall Platform, which provides end-to-end security services across
the entire network. This is strengthened by Fortinet’s FortiGuard
Security Subscription Services which provide the industry’s highest
level of threat research, intelligence, and analytics. The solution
leverages Global Threat Intelligence to protect individual customers,
by using FortiGuard to enable visibility and control for nextgeneration protection against advanced threats, including zero-day
attacks.

By combining Centrify Zero Trust Privilege Services with the best
security protection provided by Fortinet, the combined solution
delivers security without compromise.
Leverage the Fortinet and Centrify integrated solution to enjoy
improved business agility and enhanced user productivity, while
ensuring the highest levels of security protection and compliance in
your organization.

Our mission is to stop the leading cause of breaches – privileged access abuse.
Centrify empowers our customers with a cloud-ready Zero Trust Privilege approach to
secure access to infrastructure, DevOps, cloud, containers, Big Data and other modern
enterprise use cases. To learn more, visit www.centrify.com.
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