SOLUTION BRIEF

Fortinet and Centrify Integrated
Security Solution
Security Without Compromise with Unified
Identity Services
The rapid adoption and proliferation of mobile devices, apps, and services in enterprises today
have many business and productivity benefits. However, the mobility revolution brings new
challenges to IT organizations, especially in the security area. There is great diversity of endpoints,
applications, and services, and employees typically need to authenticate with a wide variety of
systems, with each app or service representing another silo of identity for IT to manage.
Security considerations are paramount, given the loss of valuable data and intellectual property
resulting from device theft, unauthorized network access, and the presence of new, evolving and
increasingly sophisticated threats in today’s globally connected networks. The evolving regulatory
climate and growing stakeholder security demands point to the urgent need for centralized,
automated identity management and access control.
In today’s brave new world of SaaS (Software as a Service) and mobility, an enterprise’s
users, apps, content, and devices are no longer “behind the firewall.” IT organizations have
to address these challenges:
nnEffectively
nnSecure
nnGain

manage and secure content in the cloud.

employees’ mobile devices.

visibility to the apps & services used by employees.

nnManage

identity and control access across platforms and devices.

Key Benefits
nnControl

access to cloud and
mobile apps and manage the
devices used to access them.

nnImprove

security by eliminating
easily cracked, recycled, or
improperly stored passwords.

nnKeep

sensitive directory info
where you want it: on-site in
LDAP or Active Directory, in
cloud, or any combination.

nnCreate

comprehensive user
access policies that span across
apps and devices.

nnEnforce

deeper security with perapp policies and context-aware
multi-factor authentication.

nnGet

unparalleled security
protection with the industry’s best
validated security protection.

nnLeverage

Global Threat Intelligence
to protect individual customers,
using Fortinet’s FortiGuard Security
Subscription Services.

Fortinet and Centrify have partnered to deliver an industry-leading security solution to address
these challenges. The Centrify Identity Platform uniquely secures and unifies identity for both
privileged and end users across today’s hybrid IT world of cloud, mobile, and data center.
Fortinet’s award-winning FortiGate Enterprise Firewall Platform provides the industry’s highestperforming firewall capabilities, and Fortinet’s FortiGuard Security Subscription Services provide
the industry’s highest level of threat research, intelligence, and analytics. Bringing the Fortinet
and Centrify products together into one integrated solution delivers an identity management
solution to enterprise customers with unparalleled security protection.
www.fortinet.com
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The Solution

Solution Benefits

The Centrify Identity Platform uniquely unifies cloud app and mobile
management into an enterprise cloud service. Centrify leverages
identity to secure and manage users’ access to applications from
any device, regardless of location. By leveraging a single identity
across cloud, mobile, and onsite apps, users get a single username
and password across all the apps they use for work, and IT can
enforce consistent access policies based on user identity.
The Centrify Identity Platform provides a single, simple cloud portal
for app management. Users get one-click access to all their apps
from any device, and IT gets policy-based control, as well as
automated provisioning and account management - one place to
manage all accounts and devices.

nnControl

access to cloud and mobile apps and manage the
devices used to access them.

nnImprove

security by eliminating easily cracked, recycled, or
improperly stored passwords.

nnKeep

sensitive directory info where you want it: on-site in
LDAP or Active Directory, in cloud, or any combination.

nnCreate

comprehensive user access policies that span across
apps and devices.

nnEnforce

deeper security with per-app policies and contextaware multi-factor authentication.

nnManage

and control application provisioning and entitlements.

nnGet

unparalleled security protection with the industry’s best
validated security protection.

nnLeverage

Global Threat Intelligence to protect individual
customers, by using Fortinet’s FortiGuard Security
Subscription Services to enable visibility and control for nextgeneration protection against advanced threats, including
zero-day attacks.

Leverage the Fortinet and Centrify integrated solution to enjoy
improved business agility and enhanced user productivity, while
ensuring the highest levels of security protection and compliance in
your organization.

FIGURE 1: INTEGRATED IDENTITY MANAGEMENT SOLUTION FOR SAAS
AND MOBILITY.

About Centrify

Complementing Centrify’s Identify Management capabilities in the
solution is Fortinet’s award-winning FortiGate Enterprise Firewall
Platform, which provides end-to-end security services across the
entire network. This is strengthened by Fortinet’s FortiGuard Security
Subscription Services which provide the industry’s highest level of
threat research, intelligence, and analytics. The solution leverages
Global Threat Intelligence to protect individual customers, by
using FortiGuard to enable visibility and control for next-generation
protection against advanced threats, including zero-day attacks.
By combining Centrify’s portfolio for unified identify management with
the best security protection provided by Fortinet, the solution delivers
security without compromise with one unified identity infrastructure
across data center, cloud, and mobile.
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Centrify is the leader in securing enterprise identities against
cyberthreats that target today’s hybrid IT environment of cloud,
mobile, and on-premises. The Centrify Identity Platform protects
against the leading point of attack used in data breaches —
compromised credentials — by securing an enterprise’s internal
and external users as well as its privileged accounts. Centrify
delivers stronger security, continuous compliance, and enhanced
user productivity through single sign-on, multi-factor authentication,
mobile and Mac management, privileged access security, and
session monitoring. Centrify is trusted by over 5000 customers,
including more than half of the Fortune 50. Learn more at
www.centrify.com.
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