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Although much publicity around computer security points to hackers
and other outside attacks, insider threats can be particularly
insidious and dangerous, whether caused by malice or employee
negligence. In its list of the eight most signi cant cybersecurity
threats for 2013, Forbescited internal threats as No. 3, noting that
internal attacks can be the most devastating due to the amount
of damage privileged users can in ict and the type of data they

can access!

One factor that exacerbates insider threats is that they can easily
slip under the radar and avoid detection for a long period of time.
According to the Forbes study, which was funded in part by

the U.S. Department of Homeland Security and the U.S. Secret
Service, malicious insiders in the nancial industry were typically
able to get away with fraud for nearly 32 months before being
detected.2 And its not just malicious insiders creating such risks.
Organisations also need to be concerned about a growing attack
surface within their environments and problems resulting from
users having too much privilege.

Itis of great importance that high-level executives and IT compliance
of cersrecognise and acknowledge the danger of malicious
insiders, an increased attack surface and the potential for breaches
caused by employee error or negligence. It is similarly vital that
organisations support the deployment of technology solutions
that can address such threats across the enterprise and enable
mitigation as quickly as possible. Any delays in taking action will
expose the organisation to additional risks and make it that much
more challenging and costly to install e ective solutions.

1 “The Biggest Cybersecurity Threats of 2013,” Forbes, Dec.5,2012
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