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Centrify DirectAudit Onsite Training

Overview

At the completion of the Centrify DirectAudit training class your staff will be proficient at installing,
configuring and troubleshooting the Centrify DirectAudit in your environment.

Pricing and Ordering

$3,500 (plus travel and expenses — minimum 3 week notice required for scheduling). This offering is
invoiced on purchase and is valid for 6 months from the date of purchase. Contact your Centrify Sales
representative to arrange for a time, place, and schedule. Or email us at training@centrify.com.

Training Course Details

UNIX, Windows, Security and/or System Administrators who need to deploy and administer the DirectAudit
product in their environment.

Item Detail

Course Type Technical Product Training

Duration 1 day

Who should UNIX, Windows, Security and/or System Administrators who need to deploy and administer the
attend? DirectAudit product in their environment.

Prerequisites The student should have a basic understanding of UNIX, Active Directory, and SQL Server.
Format 60% lecture accompanied by hands-on lab

This class is delivered onsite or at a venue (such as a hotel conference room) arranged by the
customer. The room should be equipped with a LCD projector For each student, the customer
needs to provide a computer that meets or exceeds the minimum hardware requirements

listed below :
- 4 GB memory - Running Windows 7
Course Logistics - 35 GB free disk space - Ability to copy data from a USB drive

- Dual-core processor or better

Centrify provides the option of providing the equipment required for the training class for an
additional $2,000. Centrify strongly recommends against using ESX or other remote, shared
virtualization servers for these labs.

Course Materials Students receive a USB drive with electronic copies of all courseware and labs.
Class Size A maximum of 10 students

Students can sign up individually for classes organized by Centrify.
See www.centrify.com/training for the current times and locations.
Public Courses Price: $500 per student
Maximum 10 students per class
Public classes are invoiced on purchase and are valid for 6 months from the date of purchase.
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Morning Training Course Modules

- Module & Description

Enterprise Suite Deployment Overview - This module introduces the architecture of DirectAudit,
and provides an overview of the major components.

Key topics:
- Planning for a successful deployment
1 - Installing and configuring the required components
- Integrating the Enterprise Suite with existing organizational procedures
Target Audience: Security, UNIX & Active Directory Administrators
(Modules 1-5)
Design and Planning - This module describes how to size your DirectAudit installation and
determine where to install the auditing infrastructure.
Key topics:
2 - Choosing how many DirectAudit database installations to deploy
- Estimating the sizes for the Audit Stores
- Deciding how many Collectors to deploy
0] Creating an Enterprise Suite Installation - This module describes how to install the DirectAudit
=z user interface and database(s) in your Windows and SQL Server environments.
> Key topics:
o2 3 - Installing the Enterprise Administrator Console
CZD - Creating a new Enterprise Installation using a Wizard
- Creating at least one Audit Store
Installation of the Collectors and Agents- This module covers the installation of the DirectAudit
infrastructure including the collectors and agents.
Key topics:
4 - Installing the Collector on dedicated Windows computers
- Installing the Agents on Windows, UNIX & Linux Computers you want to audit
- Determining how to do large agent deployments
Configuring other Enterprise Suite components - This module focuses on the configuration of
the DirectAudit infrastructure and agents.
Key topics:
5 - Using the Wizard to associate each Collector with an Enterprise Suite Installation

- Use a Wizard to configure each Windows agent to audit sessions
- Configuring the UNIX agents to audit all sessions, privileged commands, specific
users or shells
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Afternoon Two Training Course Modules

- Module & Description

Enterprise Roles and Rights - This module covers the creations of Roles and Rights in DirectAudit
as well as creating the operational Roles you will use to manage the product.
Key topics:
6 - Understanding and leveraging the included Role and Rights
- Creating a UNIX Support Role
- Creating a Windows Helpdesk Role
Target Audience: Active Directory & UNIX Administrators (Modules 6-10)

Troubleshooting the Enterprise Suite - This module focuses on different issues you may
encounter when running DirectAudit and how to troubleshoot and resolve them.
Key topics:
7 - Diagnosing the Collectors
- Troubleshooting the Windows Agent
- Where to look for information about the UNIX Agent

DirectAudit Training for Auditors Users - This module focuses the Auditor role in your
environment and how to use DirectAudit to achieve your auditing needs.
Key topics:
8 - Discover how to view sessions and share them with other auditors
- Discover how to create new queries and share those with selected auditors
- Implementing a workflow for integrating with your CSIRT

AFTERNOON

Managing the DirectAudit Agent - This module focuses on the different auditing and filtering
options, their benefits, drawbacks and how to implement them. Two hands-on labs present the
students an opportunity to apply what they’ve learned.
Key topics:
- Auditing options
9 - Auditing everything - benefits, drawbacks and implementation
- Auditing specific shells — benefits, drawbacks and implementation
- Auditing specific commands - benefits, drawbacks and implementation
- Auditing specific users — benefits, drawbacks and implementation
- Mixing and matching auditing options

Troubleshooting DirectAudit - This module focuses on different issues you may encounter when
running DirectAudit and how to troubleshoot and resolve them.
Key topics:
10 - Installation issues
- Agent off-line issues
- User deletions

About Centrify

Centrify delivers integrated software and cloud-based solutions that centrally control, secure and audit access to
mobile devices, cross-platform systems and applications by leveraging the infrastructure organizations already
own - Microsoft Active Directory.

Centrify, DirectControl and DirectAudit are registered trademarks and Centrify Suite, DirectAuthorize, DirectSecure and DirectManage are trademarks of

Centrify Corporation in the United States and/or other countries. Microsoft, Active Directory, Windows, Windows NT, and Windows Server are either

registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries CTS-DAS-10S_2012_04_04
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